OpenADE  

Business and User Requirements Document  

(Version 1.00)  

	Version:
	1.00

	Created:
	11 June 2009

	Last Update:
	29 October 2009

	Print Date:
	

	By:
	SG-Systems OpenADE Team

	Distribution:
	Public


Acknowledgements

The following individuals and their companies have contributed and/or provided support to the work of the OpenADE Business and User Requirements Specification:
Brad Bogolia from Greenbox
Brad Johnson from Oncor

Brent Hodges from Reliant Energy

Bin Qiu from E:SO

Charles Spirakis from Google

Chris Chen from Sempra / SDG&E

Chris Thomas from Citizens Utility Board (State of Illinois)

Claudio Lima

Darren Highfill from Saker Systems

Dave Mollerstuen from Tendril Networks

Gerald Grey from CIMple Solutions

Gillis Melancon from FP&L

Jeremy McDonald from SCE

Joe Zhou from Xtensible Solutions

John Mani from Comverge

Larry Khorman from Oncor

Mark Ortiz from Consumers Energy

Mary Zientara from Reliant

Michael Shames from Utility Consumer’s Action Network

Patrick Beer from Ecologic Analytics

Ramesh Reddi from IntellEnergyUtil

Rohit Khera from PG&E

Sandy Bacik from Sensus

Shawn Hu from Xtensible Solutions 

Steve Van Ausdall from Xtensible Solutions

The OpenSG OpenADE Task Force wishes to thank all of the above-mentioned individuals and their companies for their support of this important endeavor, as it sets a key foundation for the interoperable Smart Grid of the future.


Table of Contents
11.0
Introduction


11.1
Introduction to Automated Data Exchange


21.2
Purpose of Document


21.3
Terms and Definitions


32.0
OpenADE Business Rationale


32.1
Background


42.2
Opportunity


52.3
Objectives and Success Criteria


52.4
Risks


52.5
Specific Business Requirements


73.0
OpenADE Vision


73.1
Project Vision Statement


73.2
Major Features


83.3
Assumptions and Dependencies


94.0
OpenADE 1.0 Scope


94.1
Scope of Initial Release


94.2
Scope of Subsequent Releases


94.3
Limitations and Exclusions


105.0
OpenADE Context


105.1
Stakeholder Profiles


116.0
OpenADE Use Cases


126.1
ADE Authorization - Consumer Grants Permission


156.2
ADE Authorization - Consumer Extends Permission


176.3
ADE Authorization – Consumer Terminates Permission


196.4
ADE Publication - Utility Provides Consumer Data to 3rd Party


23Appendix A Best Practices


23A.1 Authorization Termination Requests Initiated at the 3rd Party Web Site


23A.2 Utility Presentation of Indemnification Clause




1.0
Introduction
1.1
Introduction to Automated Data Exchange

Smart Grid developments will revolutionize how energy is delivered to consumers, improving reliability and efficiency, and will also change the way consumers manage their energy use.  Consumers will be able to participate in the wholesale market through distributed generation such as solar, or indirectly through load reduction during times of peak demand or load shaping through dynamic pricing.  To help consumers make more economical decisions about their energy consumption, new information and tools must be made available to both commercial and industrial customers as well as the mass market (residential customers).  In order for consumers to realize the benefits of the Smart Grid, customer related data (e.g. usage information, etc.) must be made available in a timely manner to the customer and to third parties whom the customer chooses. Third parties will develop products and services for consumers that will enable the consumer to make informed decisions and to take action regarding their electric usage.  Therefore, the term Automated Data Exchange (ADE) is coined to refer to a standardized Machine-to-Machine (M2M) interface that permits utilities to share, at the consumer’s request and under the consumer’s direction, a broad set of that consumer’s utility data with specific third parties.
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The Changing Dynamics of Energy Services

With the advent of AMI and Smart Grid capabilities, demand side management and energy management services will be available to a broader set of consumers, especially the residential and small business consumer.  Traditionally energy management services have been provided by the integrated electric utility to this group of consumers, but with the deployment of interoperable
 Smart Grid systems which use open standards, third party providers will also be able to offer products and services to consumers.   
Today, most of the on-going Smart Grid deployments have components of customer web presentment, and some include third party access portals.  OpenADE interface specifications are being developed to provide a standardized interoperable machine-to-machine interface.  This interface should accommodate a broad set of parties such as: 
· Consumers

· Consumer Energy Management Service and/or Platform providers;

· Retail Service Providers;

· Demand Response (DR) aggregators; 

· Third parties for whom a utility manages AMI infrastructure and need to have access to meter data and events of their customers. 

· Energy Management service providers for future Smart Grid features such as distributed generation, PHEV management, energy storage, etc. 

· Other public authorities (PUC, city, etc.) may also be a consumer of ADE data. 
· Etc.

From a data perspective, ADE may include access to the following types of information:

· Consumer energy usage 

· Consumer energy management data (demand response program, events, pricing, actions, and notifications.)

· Consumer meter events including power quality, outages, and others.
· HAN-related data 
1.2
Purpose of Document
The Purpose of this Document is to define the business and user requirements for a specific Automated Data Exchange system (hereafter OpenADE).
1.3
Terms and Definitions

This subsection provides the definition of select terms used in this document.
	Term
	Definition

	Authorizing Entity 
	The entity (e.g. PUC, Utility, bonding agent, etc.) who approves a 3rd Party to utilize the OpenADE interface. 

	Authorized Request Token
	A unique identifier (without Personal Information) shared between the Utility and 3rd Party, defined based on the authentication standard being used. 

	Automated Data Exchange (ADE)
	System by which third parties can receive Consumer Utility Data from utilities.

	Customer
	A consumer who receives service from the Utility.

	Consumer Utility Data

	May include consumer electrical usage data, consumer energy management data, meter events, HAN information

	Consumption Data
	Generally, the collection of current and historical consumer electrical usage data.

	Personal Information
	Information that pertains to a specific individual and can be used to identify that individual, such as Customer name, address, zip code, utility account number, or other information which identifies the individual customer in the utility back office system

	OpenADE
	A standard interoperable interface, as defined by OpenSG SG System Working Group, the business and user requirements of which are contained in this document.

	Service Delivery Point (SDP)
	Logical point on the network where the ownership of the service changes hands -- typically where a meter may be installed.

	3rd Party
	A party who has been authorized by an authorizing agent (e.g. utility, PUC, bonding agent, etc.) to receive customer information through the OpenADE interface at the request of the customer.

	Utility
	The electric service provider, which, at a minimum, is responsible for reading the electric meter, providing HAN access to the meter, and delivering energy to the consumer.  This may be an integrated electric utility or a Transmission and Distribution utility.


2.0
OpenADE Business Rationale
This section describes the business rationale behind OpenADE – that is, the fundamental business justification for defining the system.
2.1
Background

In response to local and federal initiatives toward improving grid reliability and promoting consumer involvement in balancing supply and demand of energy resources, the Open Smart Grid (OpenSG) subcommittee within the UCA International Users Group has organized a number of working groups and task forces to develop requirements and specifications for Smart Grid needs.  Among them, the need for Automated Data Exchange (ADE) between utilities, customers, and third parties that wish to provide smart grid enabled products and services to consumers has become a high priority.  Subsequently, a task force (OpenADE) has been formed within OpenSG to gather requirements and use cases for ADE from all interested stakeholders, including utilities, 3rd parties, consumers, regulators, and others.
Under the Energy Independence and Security Act (EISA) of 2007, the National Institute of Standards and Technology (NIST) was given the “primary responsibility to coordinate development of a framework that includes protocols and model standards for information management to achieve interoperability of smart grid devices and systems…” [EISA Title XIII, Section 1305].  NIST has engaged a broad range of stakeholders in the development of a Smart Grid Interoperability Standards Roadmap.  The outcome of two workshops hosted by NIST was a list of critical standards and standards development activities needed for the Smart Grid.  In an August 10, 2009 report, NIST proposed a set of fourteen Priority Action Plans (PAPs) for developing standards necessary to build an interoperable Smart Grid.  Access to customer information was included as one of the fourteen PAPs as PAP10 Standard Energy Usage Information.  The objectives of PAP10 are as follows and this document will address the second objective. OpenSG will address the remaining objectives (1, 3, and 4).
1. Develop a summary of information needs for various means of customer information access about metering and billing.

2. Develop short term plans for near-term customer access to usage data based upon today’s installed meters.

3. Develop composite information model that can be easily transformed without loss for transport via standards in OASIS, IEC61970/61968, IEC61850, ANSI C12.19/22, AHRAE 135, and ZigBee.

4. Development and implement a plan to expedite harmonized standards development and adoption within the associated standards bodies.
2.2
Opportunity
· Currently, consumer and 3rd Party access to Consumer Utility Data may not be available or may be provided through a custom utility interface and may be different for each 3rd Party.
· Custom implementations increase development latency, cost, and variation

· Regulatory scrutiny, approval required for each implementation

Define a standard interoperable interface that addresses the above points whereby consumers and 3rd parties can have access to Consumer Utility Data.

Also required: 3rd Parties providing services to consumers, based on access to consumption data
2.3
Objectives and Success Criteria
· Utility: address regulatory and market requirements with a cost effective interoperable standard interface that includes protection of consumer data and cyber security.  

· PUC: can reference OpenADE directly in rules related to consumer and 3rd Party access to Customer Utility Data.
· Customer: can release their Consumer Utility Data to 3rd Parties who provide products and services which utilize Customer Utility Data.

· 3rd Parties: ability to gain secure access to Consumer Utility Data for use in enhanced energy management products and services.
Goal: Finish Business and User Requirements document by Q4 2009 and the System Requirements Specification (SRS) document by Q1 2010.
2.4
Risks
· Regulatory concerns – ameliorate by involving regulators in OpenADE definition.
· Time to market – external pressures (i.e. NIST et al), concern about rushing definition
· Other standards bodies or users groups with conflicting work or agendas.
2.5
Specific Business Requirements
The business requirements provide a frame of reference, or domain, in which to define a specific system.  In some senses, the business requirements serve as constraints on a project’s vision and scope.  As such, they are generally defined independently and in advance of the vision and scope.

We acknowledge that there may be a need (due to regulatory or other considerations) for alternate authorization approaches (in conjunction with federal and state law); however, we encourage specific conformance with the requirements outlined in this document

The following table lists specific business requirements for OpenADE.  Many of these requirements were originally sourced from work done in the Texas PUCT Implementation Project relating to Advanced Metering. 
	ID
	Business Requirement

	OADE BR-1
	Ability of a Customer to authorize the Utility to release Consumption Data to a 3rd Party

	OADE BR-2
	Ability for the Customer to authorize  multiple registered 3rd parties  to have limited time based read only access, with a default expiration (suggested: 6 months, or at the discretion of the local jurisdictional authority) , to their Consumption Data

	OADE BR-3
	Ability for the Customer to actively indicate a specific expiration date or unlimited access timeframe for 3rd Party access other than the default of 6 months

	OADE BR-4
	The OpenADE data provider must support the ability to electronically allow select / revoke which 3rd parties are authorized for read-only access to Customer Utility Data

	OADE BR-5
	Ability for 3rd Parties and Customers to receive notification from the Utility when access has been granted, access has been changed, or access has been revoked for a Service Delivery Point.

	OADE BR-6
	All parties will follow industry standard best practices around security and authorization; additionally, OpenADE will be compliant with the upcoming (Q4 2009) ASAP-SG security profile for 3rd Party Data Access.

	OADE BR-7
	Ability to terminate all users’ access to all future Service Delivery Point specific information whenever the utility is notified a Customer has moved out of a premise, including any authorization for 3rd Party access.

	OADE BR-8
	Future versions of the OpenADE interface shall be backwards compatible, including provisions for exchanging versioning information and negotiating interface capabilities. (Ed.: There was some controversy regarding this requirement; some members wanted to soften the requirement by using the term “should” rather than “shall”.) 

	OADE BR-9
	The Customer shall be able to grant a 3rd Party access to all or a subset of Consumption Data (e.g. historical consumption data, ongoing consumption data, etc.)

	OADE BR-10
	Any 3rd Party wishing to access data via the OpenADE interface must establish a trusted relationship with each participating Utility. Both the Utility and the 3rd Party must disallow requests from untrusted parties. 

	OADE BR-11
	Neither Utility nor 3rd Party shall use unencrypted communication channels to exchange OpenADE data. 

	OADE BR-12
	If an Authorizing Entity exists, 3rd Parties must be authorized by the Authorizing Entity to utilize the OpenADE interface. 

	OADE BR-13
	If an Authorizing Entity exists within a jurisdiction, Customers must be able to view a complete list of authorized 3rd Parties who have been authorized to use the OpenADE interface.

	OADE BR-14
	OpenADE utility data will be made available to 3rd Parties (as directed by the Customer) in a reasonable and timely fashion.


3.0
OpenADE Vision
This section on OpenADE Vision attempts to define the full potential of the OpenADE interface, rather than just those elements that will be part of the initial release (covered in OpenADE 1.0 Scope, below).

3.1
Project Vision Statement
The vision of the OpenADE effort is that consistent set of business requirements can be used to foster the development of a standard interfaces between the utility and third parties.  This work will be provided to stakeholders to develop standards and best practices that will foster innovation.
3.2
Major Features
This section attempts to delineate all features that are (and specifically are not) part of the broader OpenADE vision.

	Feature
	In
	Out

	Defining criteria for determining which 3rd Parties are “accredited” (i.e. permitted to access consumption data) within a regulatory region 
	
	X

	Specific 3rd Party presentation of consumer utility data
	
	X

	Criteria for Consumer Utility Data availability 
	X
	

	Criteria that PUC uses to assess 3rd Parties’ qualifications
	
	X

	Data security, between the Utility and 3rd Party
	X
	

	Data security, after delivery to 3rd Party
	
	X

	Consumer energy usage (e.g. consumption, etc.)
	X
	

	Consumer energy management data (e.g. Demand Response, pricing, etc.)
	X
	

	Consumer meter event data
	X
	

	Other data (e.g. HAN data)
	X
	

	All aspects of consumer data in ADE context between Utility and 3rd Parties
	X
	

	Methods to authorize / revoke 3rd Party access
	X
	

	Support for billing mechanisms between Utilities and 3rd Parties
	
	X

	Specific requirements around auditability
	
	X

	Definition and standardization of Customer Utility Data (e.g. timing of data availability, format of data, units, etc.)
	X
	


3.3
Assumptions and Dependencies
The following assumptions were made in development of these requirements.
· As per their charter, local regulatory agencies will want to have input on specific policy decisions within their jurisdiction; therefore, this requirements specification does not attempted to standardize specifics around privacy, data longevity, vetting of 3rd Party providers, etc.

· OpenADE will provide a subset of the interface required between the Smart Meter Texas Portal and 3rd Parties; that is, the OpenADE interface should be usable for communications of consumption information between the Smart Meter Texas Portal and 3rd Parties

· If an Authorizing Entity exists, 3rd Parties must go through a vetting process and be authorized by an Authorizing Entity to use the OpenADE interface to get access to Consumer Utility Data. 

· Customer must provide the information required by the utility to identify themselves as a Customer to gain access to the OpenADE system.

· Customer must individually grant 3rd Parties to access their Consumer Utility Data or a subset of that data.
· Utilities will provide no Personal Information through the OpenADE interface. 3rd parties will have their own representation of the user profile. 
· 3rd Parties have the responsibility to manage and protect consumer’s data and privacy in accordance with state and federal regulations.
4.0
OpenADE 1.0 Scope

This section on OpenADE 1.0 Scope attempts to constrain the definition of the initial version of OpenADE, so as to speed time to market.

4.1
Scope of Initial Release

OpenADE 1.0 will be limited to the functions required for a Utility to provide a Consumer’s Consumption Data to an authorized, specific 3rd Party.  Availability of that data will be in accordance with industry best practices and / or jurisdictional requirements.
4.2
Scope of Subsequent Releases

Subsequent versions of OpenADE may include access to the following Consumer Utility Data elements:

1. Pricing information

2. Event information
3. HAN and configuration information

Additional suggestions include:

1. Additional authorization scenarios, including data captured by customer or 3rd Party.

2. Use of these mechanisms as a platform for other information exchanges, for example Demand Response. 

4.3
Limitations and Exclusions

Throughout general OpenADE discussions and the requirements elicitation process, the question of whether a specific item or feature is within scope for OpenADE 1.0 has been broached.  The following table is an attempt to capture and document those discussions and decisions, to further refine the question of scope and to insure that we don’t have to revisit specific scope issues.

	Feature
	In
	Out

	Consumer energy usage
	X
	

	Consumer energy management data
	
	X

	Event information
	
	X

	Other data (e.g. HAN data)
	
	X

	Law enforcement-specific interface mechanism
	
	X


5.0
OpenADE Context

5.1
Stakeholder Profiles
Ed.: Additional actor / stakeholder definitions are being developed on a SG-Systems-wide basis, and the relevant elements will be included in this document when available.

	Stakeholder
	Stakeholder Goal

	Consumer
	Able to make informed decisions about their electric consumption by having timely access to current and historic consumption information; consumption is “more transparent”

	
	Able to grant 3rd Parties access to their Consumption Data in order to receive 3rd Party value-added products and services. 

	Utilities
	Provide better / more appropriate services to consumers

	
	Provide the standard machine to machine interface to enable additional categories of services, as appropriate (including e.g. Demand Aggregation)

	
	“Social” benefit

	
	Increased customer satisfaction.

	
	Access to customer Consumption Data is a basic enabler of 3rd Party products and services

	3rd Parties
	Provide Smart Grid enabled products and services to energy consumers

	
	Increases likelihood of utility providing 3rd Party access to consumer data. 

	
	Simplifies the utility interface , versus a non-standard interface on a per-utility basis

	PUC
	Satisfies PUC goal of maximizing consumer value

	
	Lowers utility overall costs

	
	Lowers overall cost of data access implementations


6.0
OpenADE Use Cases
The following diagram shows an overview of the use cases involved in this recommendation. Note that while the two registration steps are necessary to obtain a login / password with each portal, they are not covered in this recommendation, and should use whatever mechanisms are currently in place. Other functions, such as configuring systems to allow secure communication channels between Utility and 3rd Party, providing the actual energy usage data analysis service (by the 3rd Party), and reading meters to obtain consumption data (by the Utility), are necessary, but are not specified by this recommendation so are not shown. 
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MERGEFIELD Diagram.NotesThe OpenADE interface, provided by Utilities and used by 3rd Parties, is responsible for allowing authorization for and access to a consumer's Consumption Data to authorized 3rd Party.
6.1
ADE Authorization - Consumer Grants Permission
Ed.: This use case is intended to be non-prescriptive; that is, the technical specifics within the textual Use Case and Activity Diagram are only intended to flush out user requirements, rather than to explicitly specify technology implementations
Context: Consumer wants to take advantage of value-added services provided by a specific 3rd Party, and therefore must grant permission for their Utility to share their consumption data with that 3rd Party.
A preeminent goal throughout these Authorization use cases is to ensure that there's no "leakage" of Personal Information between the Utility and the 3rd Party, that each entity maintains its own account / user information separately – consequently there is no explicit or implied requirement to federate / map user identities across entities.  The envisioned authorization model uses the open standard for this purpose, OAuth, as a model, though technical implementation details will be discussed in subsequent documents. The result of the process is a shared resource key, linked at the Utility and 3rd Party to each of their identities for the customer. Through this resource key, the linkage is made at the Utility to the appropriate meters, which are chosen during the authorization process. Federated identity is not necessary, but could be used by either the Utility or 3rd Party for authentication, or proof of identity, which is separate from the authorization to share the Utility resources. 
Primary Actor: Consumer

Stakeholders and Interests: Utility, 3rd Party

Preconditions: 
1. Consumer has pre-existing account on Utility web site.
2. Consumer has pre-existing account on 3rd Party web site (or establishes account during authorization process).

3. 3rd Party has been authorized by the Authorizing Entity (if one exists) to use the OpenADE interface. 
Triggers: Consumer’s decision to utilize 3rd Party service.
Main Success Scenario:
1. (Optional) Customer visits Utility web site, navigates to “3rd Party Access” section.  The Utility or Authorizing Entity should list all authorized 3rd Parties, so that consumers can verify separately that a given 3rd Party is in good standing, but it may be optional to visit the utility website or this list prior to starting the authorization flow. 
2. Customer logs in to Utility website, navigates to “3rd Party Access” page. Customer then chooses the access parameters (e.g. which 3rd Party, Service Delivery Point(s), length of access, etc.) See example authorization page layout below. [image: image2.png]Utili
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3. Utility sends notification to Customer through trusted channel (e.g. registered e-mail) that there is an authorization change. The Utility web site directs the Customer (e.g. through web browser redirect, e-mail link, etc.) to the 3rd Party web site with an authorization token. (Some technical details are not called out here, but subsequent documents will contain full specification of this exchange.) 
4. Customer logs in (if not logged in) to 3rd Party web site and completes any required administrative functions. 3rd Party uses Authorized Request Token to request historical data and subscribe to future data from Utility via OpenADE data service interface.

Extensions:  
0. Customer begins at 3rd Party website, rather than Utility website:
a. Consumer indicates their Utility provider to 3rd Party website

b. 3rd Party website redirects to specific landing page on utility web site
1. Customer doesn’t have account / isn’t logged into Utility account

a. Customer creates / logs into Utility account

4. Customer doesn’t have account / isn’t logged into 3rd Party account:

a. Customer creates / logs into 3rd Party account
Minimal Guarantees:  No Personal Information is shared among 3rd Party and Utility
Success Guarantees:  Utility is prepared to provide Consumer Utility Data to 3rd Party, 3rd Party has an Authorized Request Token through which the Utility can validate and serve requests for protected resources.
Frequency of Occurrence: Rarely; only when establishing initial relationship between Consumer, Utility, and 3rd Party

Activity Diagram:
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6.2
ADE Authorization - Consumer Extends Permission
Context: Consumer wants to extend existing permission for their Consumption Data to be available to a specific 3rd Party

Primary Actor: Consumer

Stakeholders and Interests: Utility, 3rd Party

Preconditions: Consumer has granted initial permission for Utility to provide Consumption Data to specific 3rd Party (implies Consumer has accounts with both Utility and 3rd Party).
Triggers: Consumer’s decision to extend a 3rd Party’s access to their Consumption Data.
Main Success Scenario:

1. Consumer logs into Utility web site, navigates to “3rd Party Access” section, indicates desire to modify / extend Authorization.
2. Utility presents a list of 3rd Party / Service Point / Authorizations/ access parameters.

3. Consumer selects 3rd Party, updates length of access parameter, and grants permission using a screen similar to the original grant. 
4. Utility updates internal information systems with extended authorization parameters, and notifies the Customer via trusted channel about the authorization change.

5. Utility will communicate extended authorization parameters to affected 3rd Parties.

Extensions: None
Minimal Guarantees: No Personal Information is shared among 3rd Party and Utility
Success Guarantees: Utility continues making Consumer Utility Data available to 3rd Party for extended authorization period.
Frequency of Occurrence: Rarely; only when extending relationship between Consumer, Utility, and 3rd Party
Open Issues:MERGEFIELD Pkg.Notes
Activity Diagram:
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6.3
ADE Authorization – Consumer Terminates Permission
Context: Consumer has determined that they want their Utility to terminate a specific 3rd Party’s access to their Consumer Utility Data.
Primary Actor: Consumer

Stakeholders and Interests: Utility, 3rd Party

Preconditions: Consumer has granted initial permission for Utility to provide consumption data to specific 3rd Party.
Triggers: Consumer’s decision to terminate a 3rd Party’s access to their Consumption Data.
Main Success Scenario:

1. Consumer logs into Utility web site, navigates to “3rd Party Access” section, indicates desire to terminate a 3rd Party’s authorization.
2. Utility presents a list of 3rd Party / Service Point / Authorizations / access parameters.

3. Consumer selects 3rd Party whose access is to be terminated and specifies the date access is terminated. 

4. Utility updates internal information systems with terminated authorization parameters, and notifies the Customer via trusted channel about the authorization change.

5. Utility may communicate terminated authorization parameters to affected 3rd Parties.

6. Utility will make available all data up to and including the termination date to the 3rd Party... Subsequently, the Utility will no longer provide the Consumption Data to the 3rd Party whose access has been terminated.

Extensions: None
Minimal Guarantees: No Personal Information is shared among 3rd Party and Utility
Success Guarantees: 3rd Party no longer has access to the Customer’s Consumption Data.
Frequency of Occurrence: Rarely; only when terminating relationship between Consumer, Utility, and 3rd Party around a specific Service Delivery Point.

Open Issues:MERGEFIELD Pkg.Notes
Activity Diagram:
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6.4
ADE Publication - Utility Provides Consumer Data to 3rd Party
This is the main processing function of the OpenADE interface, to collect the permitted Consumer Utility Data from Utility systems, and make it available to 3rd Parties. This flow handles distribution of authorized consumer data to the appropriate 3rd parties.

Context: Utility information system is ready to transfer Consumer’s data to 3rd Party via Utility OpenADE interface. The Consumer’s Data is to be made available in a timely manner to 3rd Party, after access has been granted. 
Primary Actor: Utility OpenADE service.
Stakeholders and Interests: Utility back office, Utility OpenADE, 3rd Party

Preconditions: 
1. Consumer has completed “ADE Authorization - Consumer Grants Permission”

2. Utility back office has prepared new data for exchange with 3rd party
Triggers:
1. Periodic, as determined by Utility back office

2. Upon request, namely for historical data outside of normal publication.
Main Success Scenario:

1. Utility back office system compiles consumer data

2. Utility back office system transfers data to OpenADE service.  Data is to remain available until the next interval update. 
3. OpenADE service may notify a registered 3rd Party that new data is available. New data will be provided at pre-determined known intervals (e.g. daily, etc.). Publications to each 3rd Party are specific to the usage data that they are authorized and subscribed to receive. Data shall include new readings taken since the last interval was published, as well as updates to previously published readings, mainly for the scenario where readings were estimated but then later obtained. 
4. 3rd Party may receive notification, or at a pre-determined known time, will initiate electronic communication to Utility via OpenADE interface, requesting Consumption Data for those Customers who have granted them access. The 3rd party may anticipate availability of new data (based on a predetermined interval) and independently initiate a transfer of data from the OpenADE interface.
5. Utility authenticates 3rd Party identity, and if 3rd Party is authorized, OpenADE replies with requested data via encrypted communication channel. 

6. Utility may store success or failure of each request, with details including client network details, resource requested, date/time, bytes transferred, and exception details if applicable.
Extensions:
a. If Utility authenticates 3rd Party identity, and 3rd Party is NOT authorized, OpenADE replies with error code indicating reason. 
b. If Utility is pushing data to 3rd Party, will attempt periodic retries until the next interval. After that point, if unsuccessful, the 3rd Party can request missing data. 
Minimal Guarantees: 
1. OpenADE service prevents any access from unauthorized 3rd Parties
2. No  Personal Information is shared among 3rd Party and Utility
Success Guarantees: 3rd Party has received and stored Consumption Data, and (generally) will not ask for same data again.
Frequency of Occurrence: TBD, expected to be daily in initial Utility implementations.
Open Issues:MERGEFIELD Pkg.Notes
Activity Diagram: Utility Provides Consumer Data to 3rd Party
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Note that since the notification step is optional, if it is not used and data is not yet available, an error code would be returned, and the 3rd Party would try again later (as agreed by both parties)
Also note that this diagram depicts the ADE System as a separate entity from utility systems, but the ADE system is still assumed to be part of the Utility. 

Activity Diagram: Request Consumer Data

The activity diagram for requesting specific historical is included below. Again, notification is optional.
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Appendix A Best Practices
A.1 Authorization Termination Requests Initiated at the 3rd Party Web Site

Consumer-initiated Termination requests that start on the 3rd Party web site should also "courtesy redirect" Termination sequence to the Utility web site.

The system should make it clear that the Consumer should provide the Utility with explicit notification to cease sharing information with a specified 3rd Party.
A.2 Utility Presentation of Indemnification Clause

The Utility may choose to present an Indemnification Clause during the authorization process, e.g. MSS Step 2 in 6.1.
� Interoperability is the capability of two or more networks, systems, devices, applications, or components to share and readily use information securely and effectively with little or no inconvenience to the user. The characteristics of interoperability as set forth in the GridWise® Interoperability Context- Setting Framework are (1) exchange of meaningful, actionable information between two or more systems across organizational boundaries, (2) a shared understanding of the exchanged information, (3) an agreed expectation for the response to the information exchange, and (4) a requisite quality of service: reliability, fidelity, and security.  The result of interoperability is that interfaces, systems, and devices are capable of being integrated, scalable, adaptable, and upgradable and utilize open standards to promote competitive technology and to avoid stranded investments. Interoperability can only be achieved if there is a seamless, end-to-end coordination and exchange of data between many organizations, interfaces, systems, and devices resulting in behavior changing information given to the consumer.
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